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ABSTRACT

Most of the industrial control network is an independent closed network, which is operated for a long time after
installation, and thus the OS is not updated, so security threats increase and security vulnerabilities exist. The zero-day
attack defense must be applied with the latest patch, but in a large-scale industrial network, it requires a higher level of
real-time and non-disruptive operation due to the direct handling of physical devices, so a step-by-step approach is required
to apply it to a live system. In order to solve this problem, utility-specific patch impact assessment is required for reliable
patch application. In this paper, we propose a method to test and safely install the patch using the regression analysis
technique and show the proven results. As a patch impact evaluation methodology, the maximum allowance for determining
the safety of a patch was derived by classifying test types based on system-specific functions, performance, and behavior
before and after applying the patch. Finally, we report the results of case studies applied directly to industrial control
networks, the OS patch has been updated while ensuring 99.99% availability.
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Fig. 1. Scope of roles according to patch life
cycle
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2.1.1 Compliance-driven approach
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Table 1.

Patch related vulnerability check item

according to KISA guide

Code Vulnerability Check Item
Apply the latest security patches and
U-42 .
vendor recommendations
W-31 | Apply the latest service pack
W-32 | Apply the latest HOT FIX
W-33 | Update an antivirus program
98 Apply the latest updates which vendor
provides
Apply the latest security patches and
N-6 .
vendor recommendations
Establish procedures such as the
O-4 latest updates to the control system
and test to safely apply security
patches
PC-6 Apply the latest security patches such
HOT FIX
PC-7 | Apply the latest service pack
Apply the latest security patches and
PC-8 vendor recommendations such as

MS-OFFICE, Hangeul, Adobe Acrobat
Reader etc.

2.1.2 Procedure-driven approach
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Table 2. Introduction of research methodology
of this paper

Research Description
methodology p
Mafaatgr};ent Reference to the IEC TR

& 62443-2-3 standard

Process

Regression analysis through
Assessment .
comparison before and after
model
patch
Developed evaluation criteria
Assessment
and test case based on
method .
scenario
Implemented Patch Regression Analysis
software tool tool
Distribution Management
Target system System
i Windows OS patch from
Target patch Microsoft
i Field Trials applying to
Proof of Concept KEPCO DMS center
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Fig. 3. Patch Regression Analysis Model
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Table 3. Evaluation Criteria Category

Functionality Availability Security
- System
- Application - System change based
Scope . R
layer behavior Performance | on security
policy
- Scenario Test |-Aging 'I"est - Check
case - comparison security
Method| - Pass or Fail before and
events or log
before and after files
after patching patching
- User Interface 7(%];%%6 of - Whitelist
- Messages - Abnormal
Test L. - Usage of .
case | Communication Memor services
Protocol (ex - Usage yof - Port, Traffic
DNP) Disk Change
Criteria
Value 0 (5% 0
e
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Table 5. Example of criteria for patch impact
assessment (HMI case)

Category Criteria Setting value|

Test result @ success
Message test . 0
comparison counts

User Interface Test result : success

test comparison counts 0
Resource Memory and CPU usage B
L. 5%
monitoring rate
Whitelist Abnormal processes and 0

check services list comparison counts|
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Table 6. Example of result for patch impact
assessment (HMI case)

Test, Pre-patch | Post-patch | Remarks |Result

Success: 27|Success: 27
Message test Failure: 0 | Failure: 0 N Bafe

Success: 35|Success: 35

UT test Failure: 0 | Failure: 0 - Safe
9
CPU 0.58% 1.94% . 1.36% Safe
Resource | usage increase
monitoring . 0,
Memory 4o o705 | 4r15% | V12| gage
usage decrease

Whitelist check 0 0 - Safe
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